CAMOCTOSITEJIBHOTO U CIENHATU3UPOBAHHOTO  paszaen  «MHpopmanmoHHAA
6e30TIacHOCTE», B pPaMKaX KOTOPOTO IIPEJlyCMOTPETh pPa3MEIIEHUE CJIEYIONIEH
nHDOPMAITIH:

IIprnoxenne N21

ITamaTka
JJISL OOyJaroImxcsa 00 HHPOPMAIITMOHHOM 0€30IacCHOCTH JeTen

HEJIB3A

1. Bcem mozapsiz cooOImaTh CBOK YacTHYIO MHGOpPMAIMIO (HacTosIMe UMs, (PaMHJIHIO,
tesedOH, aZipec, HOMED IITKOJIBL, a TaKKe HPoTorpaduu CBOH, CBOELH CEMBU U JIPY3Ei);

2. OTKpBIBaTb BJIOKEHHBIE (DAWILI 3JJIEKTPOHHOM IIOYTHI, KOIZIA HE 3HAaEellb
OTIIPABUTEJIS,;

3. I'pybuth, npuaMpaThCsa, OKA3LIBATH JABJIEHME — BECTH Ce0s1 HEBEKJIMBO U
arpecCHBHO;

4. He pacmopspkaiicsi JieHbraMu TBOEH ceMbU 06e3 pasperneHus CTapIIuX - BCerja
CIIPAIINBAM pOUTEJIEH;

5. He Bcrpeuatica ¢ VMHTepHET-3HAKOMBIMHM B PEAJILHOM JKHM3HU - IIOCOBETYHCA CO
B3POCJIBIM, KOTOPOMY IOBEPSIEIIb.

OCTOPO’KHO

1. He Bce mummyT npassy. Yuraems o cebe Henpasay B MHTepHETE — co0bIu 06 3TOM
CBOMM POJUTEJISIM HJIH OIIEKYHAM;

2. ITpuUriamaioT IepemUChIBAThCS, UTPATh, 0OMEHUBATHCSA - TPOBEPD, HET JIHM MOJ[BOXA;
3. Hezakonnoe xonmpoBanue ¢aiyioB B UHTEpHETE - BOPOBCTBO;
4. Becerma pacckasbiBaii B3pOC/IBIM O IIPOo6JyIeMax B CETH - OHU BCET/la IOMOTYT;

5. Wcronb3yii HACTPOMKKM 0E30IMaCHOCTH UM IIPUBATHOCTH, YTOOBI HE TOTEPATH CBOU
AQKKAYHTHL B COIICETAX U IPYTUX ITOPTaIaX.

MOKHO

1. YBaXKall APYTHX OJIB30BATEIIEM;

2. [Tonp3yembea THTEPHET-MCTOYHUKOM - IEJIall CChIKY Ha HETO;
3. OTKpBIBal TOJIBKO T€ CCBIKH, B KOTOPBIX YBEPEH;

4. O6mmaThbes 32 MOMOIBIO B3POCIIBIM - POJIUTEIH, OIIEKYHBI ¥ QIMUHHUCTPAITHA CAHTOB
BCerzia IOMOI'YT;

5. IIpoiimu obydyenne Ha calTe «CeTeBUMUOK» U IIOJYyYH IIacoOpT IMQPOBOTO
rpakgaHuHa!

IIprnoxenne NQ 2



HNuabopManmnoHHaA MaMATKA AJIA O0yUaIOIIUXCA /IS Pa3MeIeHua
Ha opumuaibHbIx UHTEpHeT-pecypcax

C KaXIbIM TOZ0OM MOJIOAEKH B MHTEPHETE CTAHOBUTHCS OOJIBIITE, a ITKOJILHUKHA OHH U3
CaMBIX AaKTHUBHBIX [T0JIb30BaTeed PyHera. Mexx Iy TeM, HIOMHMO OTPOMHOTO KOJIYECTBA
BO3MOKHOCTEH, MHTEPHET HeceT M IpoOJeMbl. DTa MaMsTKA JO/DKHA ITIOMOYb Tebe
06€e30IaCcHO HAXOAUTHCS B CETH.

KomrnsroTepHbIe BUPYCHI

KoMIbIOTEpHBIFI BHpPYC - 93TO DPASHOBHUAHOCTL KOMIIBIOTEPHBIX  IIPOTDAMM,
OTVIMYUTEJIFHOHM 0COOEHHOCTBI0 KOTOPOM SIBJISIETCS CHOCOOHOCTH K PasMHOKEHHIO. B
JIOITIOJTHEHNE K 3TOMY, BHPYCBHI MOTYT ITOBPEIUTH HJIU IIOJIHOCTBIO YHUUTOXKHUTH BCE
datiibl ¥ [HaHHBIE, MTOJKOHTPOJIBLHBIE IIOJIB30BATENI0, OT HMMEHH KOTOPOro ObLia
3aIlyIlleHa 3apaKEHHAs IIPOTPaMMa, A TAKXKe IIOBPEAUTb WM JaKe YHHUUTOXKUTH
OIEPAIIMOHHYIO CHUCTEMY CO BceMH (QaiylaMu B I1eJIOM. B OGOJIBITHMHCTBE CJIyYaeB
PaCIIPOCTPAHSIIOTCST BUPYCHI Yepe3 MHTEPHET.

MeToAbI 3aITUTHI OT BPEAOHOCHBIX IIPOTPAMM:

1. Ycniosib3yii cOBpeMeHHBIE OIIepAllMOHHBIE CUCTEMBI, UMEIOINe CePhE3HBIN YPOBEHD
3AIIUTHI OT BPEJIOHOCHBIX IIPOTPAMM;

2. [TocTossHHO ycTaHaBIMBAM mMauT (IIMMPOBBIE 3AIUIATKH, KOTOPHIE AaBTOMATHYECKH
YCTAHABIUBAIOTCS C I[EJBI0 JIOPAOTKU MOPOrpaMMbI) W APYyTHEe OOHOBJIEHUS CBOEH
ONIEPAITMOHHON crcTeMbl. CKaUMBal MX TOJIBKO ¢ OQUITMAIBLHOTO caiiTa pa3paboTurika
OC. Ecou cytiecTByeT peskiM aBTOMAaTHIECKOTO OOHOBJIEHY S, BKJIIOUH €T0;

3. Paborati Ha CBOEM KOMITBIOTEPE TI0/] IPABAMHU II0JIL30BATENISA, 4 HE a/IMHHUCTPATOPA.
ITO HE TO3BOJIUT OOJIBITMHCTBY BPEIOHOCHBIX ITPOTPAMM HHCTAJITHPOBATHCA HA TBOEM
IIePCOHAJIBHOM KOMIIBIOTEDE;

4. Viciosib3y# aHTUBHUPYCHBIE IIPOIPAMMHBIE IIPOAYKTHI U3BECTHBIX ITPOU3BOAUTENIEH, C
aBTOMAaTHYECKHM 0OHOBJIeHMEM 0a3;

5. Orpanuys QU3MYECKUH JOCTYIT K KOMIBIOTEPY /IS TIOCTOPOHHUX JIHIT;

6. Vcrop3yti BHENTHME HOCUTEIN MHDOPMAITUY, TaKHe KaK (pemnka, JUCK Wwin Gaia
M3 MHTEPHETA, TOJILKO U3 PO ePEHHBIX UCTOYHUKOB;

7. He OTKpBIBall KOMIOBIOTEPHBIE (DAIIIBI, TTOJTyYEHHBIE U3 HEHAMEKHBIX UCTOYHUKOB.
Jaxxe Te atuibl, KOTOPHBIE TIPHCIIAJ TBOH 3HAKOMBIH. JIydllle yTOUYHH Y HETO, OTIIPABJISIT
J1 OH Tebe ux.

Cetuu WI-FI

Wi-Fi - 310 He BUJ mepenayvu JJAaHHBIX, HE TEXHOJIOTHA, a BCErO JIMIIbL OpeH/, MapKa.
Eme B 1991 rofy HUAEPJIAHACKAs KOMIIAHUA 3aperucrpupoBayia bpers « WECA», uro
obosnauanmo cioBocoderanue «Wireless Fidelity», koTopbelii TmepeBOAWTCA KakK
«BecIIpoBOIHAS TOYHOCTE>.

Jlo Hamero BpeMeHHM Jomuia Apyras abbpeBwaTypa, KOTOpas SIBJISIETCS TAKOM Ke
TexHosorue. Ato abbpepuarypa «Wi-Fi». Takoe HazBaHue GBLUIO IAHO C HAMEKOM Ha
CTAaHAAPT BBICIINI 3BYKOBOI TexHuku Hi-Fi, 9yTo B mepeBojie 03HAYAET «BBICOKAs
TOYHOCTB».



Jla, GecruIaTHBIF MHTEPHET-AOCTYH B Kade, OTeJISIX ¥ a3POIOPTaX SIBJISETCS OTJIMYHOM
BO3MOXKHOCTBIO BBIXOZA B HWHTEepHET. HO MHOTHME OKCIIEPTHI CYUHTAIOT, dYTO
obmenoctymubie Wi-Fi cetu He siByIsTIOTCST 6€30ITaCHBIMI.

Cosetnl 10 H6e301macHOCTH paboTe B 0OIIEeOCTYITHBIX ceTsix Wi-fi:

1. He mepenaBail cBowo JimuHylo MHGOPMAIMIO 4depes obmenoctynuble Wi-Fi ceTtn.
Paboras B HUX, JKeJIaTEJILHO HE BBOJIUTH ITAPOJIH JIOCTYIIA, JIOTHHBI M KAKHE-TO HOMEDA;

2, Vcmosb3yit 1 0OHOBJISIEE aHTUBHUPYCHEIE IIPOrPaMMBI M OpaHaMayep. TeM caMbIM ThI
obeszomacutirb cebst OT 3aKaUKK BUPYCa HA TBOE YCTPOIHCTBO;

3. IIpu ucnospzoBanuu Wi-Fi otkmoun ¢yakImo «OO0muid goctyn K ¢aiiaMm u
npuHTepam». JlaHHas QYHKIMA 3aKphITa 1[I0 YMOJJIYAHUIO, OJTHAKO HEKOTODBIE
TIOJIL30BATEN AKTUBUPYIOT €€ JIuTA y1006CTBA UCIIOBL30BAaHUA B paboTe min yuebe;

4. He ucnionbayit nybsmanbiti WI-FI 1 nepeaun JTUYHBIX TAHHBIX, HATIPUMED IS
BBIXO/IA B COLTMAJIBHBIE CETH WU B QJIEKTPOHHYIO II0YTY;

5. Unosws3yii Tobko 3amuineHHoe coenuHenre dyepe3s HTTPS, a se HTTP, T.e. nmpu
Habope Beb-azpeca BBOAY NMEHHO «https://»;

6. B wmobwmipHOM Tenedone ortrmoun Qyurmuio «Ilogkmouyenve k- Wi-Fi
aBToMatuuecku». He Aoryckaili aBTOMATHYECKOTO MOJIKJIIOYUEHH YCTPOHCTBA K CETAM
Wi-Fi 6e3 TBOETO Corstacusi.

CoranbHbBIE CeTH

ConuaJsibHBIE CETH AaKTUBHO BXOJSIT B HAIY KM3HB, MHOTHE JIIOAM PAOOTAIOT U KUBYT
TaM IIOCTOSIHHO, a B Facebook y:ke 3apervcTpupoBaH MUJIHAP/ YEJIOBEK, UTO SIBJISETCS
OJIHOM CeIbMOM BCEX KUTeJeH IIaHeThl. MHOTMe IOJIb30BaTeJar He ITOHHUMAIOT, YTO
vHdOpMaIysg, pa3MeIleHHAasT UMM B COLMAJIBHBIX CETSAX, MOKeT OBbITb HamjleHa U
HCII0JIB30BAaHA KEM YTOHO, B TOM YHCJIe He 00s13aTeIbHO ¢ 6JIarMU HaMepPEeHHUSIMHU.

OcHOBHBIE COBETHI 110 6€30I1aCHOCTH B COITHAJIBHEBIX CETAX:

1. OrpaHuYb CHOHCOK Jipy3eil. Y Tebs B JIPY3bsX HE JIO/DKHO OBITH CIIyYaHHBIX U
HE3HAKOMBIX JIIOJEH;

2. 3amuInay CBOK YACTHYIO *KM3Hb. He yKasbIBayl mmapoJiu, TesedoHBI, ajipeca, JaTy
TBOETO0 POXKJEHHS U JAPYIYI0 JIMYHYI0 HHQPOPMAIMIO. 3JIOYMBINIJIEHHHUKHA MOTYT
KCIIOJIB30BATh JAaske WMHGPOPMAITUIO O TOM, KaK ThI M TBOM POJUTENH IJIAHHPYETe
IPOBECTH KaHUKYJIbI;

3. 3amuInari CBOI PeIyTaIvio - AeP:KU ee B YUCTOTE U 3a/iaBai cebe BOIIPOC: XOTes ObI
TBI, YTOOBI APYTHE ITOJIL30BATEN BUAEJH, UTO ThI 3arpyskaenb? [loaymai, mpex/ie ueMm
YTO-TO OIyOJIMKOBATh, HAITUCATE U 3aTPY3UTh;

4. Ecy TBI TOBOPHIIB C JIFOABMH, KOTOPBIX HE 3HAeIllb, HE HCIIOJIb3YH CBOE PEAIbHOE
UM U APYTYIO JIMYHYI0 MHDOPMAITHM: UM, MECTO KUTEJIbCTBA, MECTO YUIeOHI 1 IIpoUee;

5. M3beratt pasmenenus ¢ororpaduii B UIHTEepHETE, T/Ie TH N306paXkeH HA MECTHOCTH,
TI0 KOTOPOM MOKHO OIIPEJIESTUTH TBOE MECTOITIOJIOKEHIE;

6. IIpu perucTpalivyl B COITUAIBHOMN CETH HEOOXOAHMMO UCIIOIB30BATH CI0KHBIE TTAPOJIH,
cocrosimue u3 OyKB ¥ PP U ¢ KOJIMYECTBOM 3HAKOB He MeHee 8;


https://%c2%bb

7. JI7151 COIMANBHOMI CEeTH, TIOYTHI U JIPYTHX CAHTOB HEOOXOAMMO HCIIOB30BATh PA3HBIE
raposi. Torga ecyt TebsA B3JIOMAIOT, TO 3JI0YMBIIIJIEHHUKH TIOJIYYAT AOCTYII TOJIBKO K
OJHOMY MECTY, a He BO BCE Cpasy.

JJIEKTPOHHBIE IEHBIU

JJIEKTPOHHBIE IEHBIH — 3TO O4YeHb YIOOHBIHA criocob IIaTeKel, OMHAKO CYIEeCTBYIOT
MOITIEHHUKH, KOTOPBIE XOTAT ITOJIyIUTDb 3TH JEHBIH.

JJIEKTPOHHBIE JEHBI'H MOSBIJIMCH COBCEM HENABHO M UMEHHO M3-3a ITOTO BO MHOTHX
roCyZIapCTBaX JI0 CHX IIOP HE IIPOITHMCAHO IIPO HUX B 3aKOHAX.

B Poccuu ke oHU (QYHKITMOHHDYIOT M O HHX YK€ IIPOIIMCAHO B 3aKOHE, T/l HX
pPas3/IesISIIOT HA HECKOJIBKO BHJIOB - aHOHUMHbBIE M HE AaHOHHUMHBIE. Pa3HUITA B TOM, UTO
AHOHMMHBLIE - 3TO Te, B KOTOPBIX pa3pellaercs MIPOBOAUTL omepanuu 0e3
WIeHTHUUKAIMKM [IOJIB30BATEISI, 4 B HEAHOHHUMHBIX HEHTHU(DHUKAITUYU I10JIb30BATENIS
SIBJISIETCST 005132 TEe/ILHOM.

Taxke ciefyeT pa3IuyaTh JIEKTPOHHBIE (DUATHBIE JEeHBIH (PAaBHBI TOCY/IAPCTBEHHBIM
BAQJIIOTaM) U 3JIEKTPOHHBIE HE(DUATHBIE JIEHBIH (HE PABHBI TOCYAAPCTBEHHBIM BAJIIOTAM).

OcHOBHBIE COBETHI 10 6€30I1acHO paboTe ¢ IJIEKTPOHHBIMU JIEHBIAMH:

1. [IpuBsoku k cuety MOOMIIBHBIN TeseoH. DTO caMbIil yAOOHBIHA U OBICTPHIN C10cob
BOCCTAHOBUTB JIOCTYII K cueTy. [IpuBA3aHHBIN TesedOH IOMOKET, eCIi 3a0yenTs CBOH
IJIATEXKHBIN MTapOoJIb WU 3ak/Ielllb Ha CAlT ¢ HE3HAKOMOTO YCTPOMCTBA;

2. Wcoosb3ylt ofHOpasoBele naposu. Ilocie mepexosa Ha YCWIEHHYIO aBTOPH3AITHIO
Tebe yxe He Oy/ieT yrposKaTh OMACHOCTh KPAXKH I IIEPEXBATA ILJIATEKHOTO IIAPOJIs;

3. Bruibepu citoxkHBIH maposib. [IpecTymHukam OyfeT He MPOCTO YraflaTh CJIOMKHBIN
rapostb. HajiexkHbIE TTapOJI — HTO MIAPOJIM, KOTOPBIE COJIEPKAT HE MeHee 8 3HAKOB U
BKJIIOYUAIOT B ce0s CTPOYHBIE W IIPOIMCHBIE GYKBEHI, IMGPHI U HECKOJIBKO CHMBOJIOB,
TaKHeE KaK 3HAK JI0JUIapa, (PyHTA, BOCKJIUIIATEIBHBIN 3HAK U T.I1. Hapumep, StROng!;;

4. He BBOAIM CBOM JIMUHBIE JJAHHBIE HA CaUTax, KOTOPBHIM He JIOBEPSEIIIb.
JJIEKTPOHHAA OHTA

AJIEKTPOHHAS IOYUTA — ITO TEXHOJIOTHA U MPEJIOCTABIAEMBIE €10 YCIIYTH 10 HEPECHIIKE
Y TIOJIYYEHUIO DJIEKTPOHHBIX COOOIIEHMI, KOTOPHIE PACIPEEIISIOTCA B KOMIIBIOTEPHOM
cet. OOBIYMHO 3JJIEKTPOHHBIM MOYTOBBIA SAIUK BBIMJIAAUT CIEAYIOMUM 00pas3oM:
HMMSI_TIOJTb30BATENA@UMSA_JIoMeHA. Tak:ke Kpome Iepesiayui IMPOCTOTO TEKCTA, UMEETCS
BO3MOXKHOCTB TI€PEZIABATh (DAL

OCHOBHBIE COBETHI TI0 6€30I1acHO PaboTe ¢ JEKTPOHHOM TTOYTOL:

1. Haygo BeIOpaTh MpaBMIIBHBIN ITIOYTOBBIN CEPBUC. B MHTEpHETE €CTh OTPOMHBIN BHIOOD
OECIUIaTHBIX TTOYTOBBIX CEPBUCOB, OJHAKO JIYUIIIE JOBEPSTH TEM, KOTO 3HAEIIb M KTO
IIEPBLIA B DEHUTHHTE;

2. He ykaspIBali B JIMYHOM TI0YTe JIMUHYIO wHpopMatuoo. Hampumep, jyurie BHIOPATH
«MY3BIKAJIBHBIN__(PaHAT@ » HWIH «POK2013» BMeCTO «TeMal3»;

3. Mcnioste3yii ABYX3TAIIHYIO aBTOPU3ALHIO. DTO KOTZIA IIOMUMO [IAPOJIs HYKHO BBOJUTH
KO/I, IPUCBLIaeMBIH 110 SMS;



4. Beibepu cyIOKHBIH mApoJib. [[JIA KaXKOTO IMOYTOBOTO SIITHUKA JIO/DKEH OBITH CBOH
HAZIeKHBIY, YCTOMYHUBBIN K B3JIOMY 1apOJIb;

5. Ecomi ecTh BO3MOKHOCTb HAIIHMCATh CAMOMY CBOM JIMYHBINA BOIIPOC, UCIIOJB3YH 3Ty
BO3MOKHOCTb;

6. Vcriosb3yil HECKOJIBKO IIOYUTOBBIX AMUKOB. lIepBBIM 1719 YAaCTHOW HEPENHCKU C
aZipecaTaMu, KOTOPBIM ThI JOBEPsENIb. ITO IJIEKTPOHHBIN a/ipec He HAJ[0 UCIIOIb30BATh
TIPY perucTpanuy Ha GopyMax U camrax;

7. He oTkpeiBati Qaiibl ¥ APYTHE BJIOXKEHUA B IMMCbMAaX JAXKE €CJU OHU HPHIILIH OT
TBOUX Apy3eit. JIyurre yTouHY Y HUX, OTIIPABJISIIH JIU OHU Tebe 3T haiiib;

8. IMocse oxoHYAHMSI pabOTHI HA IIOYTOBOM CEPBHCE IIepef] 3aKPBITHEM BKJIAIKU C
calToM He 3a0y/b HAXKATh HA « BBIATI».

KubepOysutiHT Hiti BUPTYaJIbHOE U3/EBATEILCTBO

KubepOy/IMHT — IIpecyieioBaHHe COOOIEHUsIME, COAEPKAIIMMME OCKOpOJIeHMs,
arpeccHio, 3alyTUBaHUE; XYJIHUTAHCTBO; COIMAJIBHOE OOMKOTUPOBAHHE C ITOMOIIBIO
PA3JIMYHBIX UTHTEPHET-CEPBHCOB.

OcHOBHBIE COBETHI 10 60pBOE ¢ KHOEPOYIITHHTOM:

1. He 6pocaticss B 60, Jlyummmii criocob: ITOCOBETOBAThCS KaK cebsl BECTU U, €CJIM HET
TOTO, K KOMY MOKHO O0PaTHUTBCSA, TO BHAYAJIE YCIIOKOUTHCA. EC/IHM THI HAUHEIb OTBEYATh
OCKOPOJIEHUSME Ha OCKOPOJIEHHS, TO TOJIBKO €eIrle OOJIBITE PA30KIKEITh KOH(MIIUKT;

2. YIIpaBJisiii CBOel KubeppemmyTaliiets;

3. AHOHHMHOCTL B CETH MHHMAasl. CyH_IeCTByIOT CITI0COOBI BBEIACHHUTBL, KTO CTOHT 34d
AdHOHHMHBIM dKKAYHTOM;

4. He crout BecTH Xy/IMTaHCKUE 00pa3 BUPTYaIbHOM KU3HU. MHTEepHET (PUKCHPYET BCE
TBOU JICHCTBUSA U COXPAHSAET MX. YJIAJIUTh UX OyZIeT KpatiHe 3aTPYAHUTEIBHO;

5. Cobstroiatt CBOM BUPTYAIBHYIO YECTH CMOJIOJTY;

6. WrHopupyii equHUYHBIN HeratuB. OHOPA30BBIE OCKOPOUTENIHHBIE COODOIEHMA
JIydIIe UirHOPUPOBaTh. OOBIYHO arpeccust IPeKpaIaeTes: Ha HAUAJIBHOM CTaIH;

7. Ban arpeccopa. B mporpammax o6mMeHa MTHOBEHHBIMU COOOIIIEHUAMU, B COITHATIBHBIX
CETSIX ECTH BO3MOXKHOCTH OJIOKHMPOBKH OTIIPABKU COOOIIIEHUH C OTIPEIESIEHHBIX a/[PECOB;

8. Ecmm 1Bl cBumeresnb kubepOysimHra. TBOM EHCTBHSI: BBICTYIIMTH IIPOTHB
[IpeCIEeOBATEINSI, II0KA3aTh €My, YTO €ro JeHCTBHS OIEHMBAIOTCS HEraTHBHO,
IIO/IEP?KATh JKEPTBY, KOTOPOH Hy»KHA IICHX0JIOTHYECKAsI [IOMOIIb, COOOIIUTE B3POC/IBIM
0 (paKTe arpecCUBHOTO ITIOBEIEHUS B CETH.

Mo6mibHBIH TestehOoH

CoBpeMenHble cMapTQOHBI M IUIAHINETHI COZEP:KAT B cebe BIIOJHE B3POCJBII
yHKITMOHAI, W Temepb OHU MOTYT KOHKYDHPOBAaTH CO  CTAIlMOHAPHBIMH
KoMIbIoTepaMu. OZIHAKO, CPEJICTB 3AIUTHI JIJIs1 HOIOOHBIX YCTPOUCTB ITOKA OYeHDb MaJIO.
TecTrpoBaHNe U MONCK YA3BHUMOCTEH B HUX IIPOHUCXOJIUT HE TAaK MHTEHCHUBHO, KAaK JJIA
ITK, To ke caMoe KacaeTcss U MOOWIBHBIX ITPHJIOXK EHUH.



CoBpemeHHBle MOOMJIBHBIE Opay3epbl ViK€ MPAKTUYECKH JOTHAJM HACTOJILHBIE
AHAJIOTH, OJTHAKO PaCIIUpeHre (PYHKIIMOHAIA BJIEYET 32 COO0M OOJIBIIYIO CI0KHOCTE U
MEHBIITYIO 3aITHUIIEHHOCTb.

Jlasexko He Bce IPOU3BOJIUTENN BHITYCKAIOT OOHOBJIEHU S, 3AKPBIBAIOIIIE KPUTHIECKIE
VA3BUMOCTH JJIs1 CBOMX YCTPOMCTB.

OcHOBHBIE COBETHI JIJIs1 6€30I11aCHOCTY MOOMJIBHOTO TestepoHa:

1. Huuero He sBJIseTCS MO-HACTOSIMEMY OeCIIaTHBIM. Bysib OCTOpO’KeH, Belb KOTAa
Tebe Ipe/IaraloT OeCIUIaTHRIF KOHTEHT, B HEM MOTYT OBITH CKPBITHI KaKHe-TO IIaTHBIE

YCIIYTH;

2. JTymati, ripexkzie yem otrpaButh SMS, doro mmm Buzieo. Thl TOUHO 3HAEID, TE OHU
OyayT B KOHEYHOM UTOTE?

3. Heo6xomMo 0OHOBJIATE OIEPAITMOHHYIO CUCTEMY TBOET'O CMAapTQOHA;
4. Vlcrioib3yH aHTUBUPYCHBIE IIPOTPAMMBI 111 MOOMJIBHBIX TeIe(POHOB;

5. He 3arpy>1<a1‘?1 IIPUIOKEHUA OT HEM3BECTHOI'O CTOYHHKA, BEAb OHM MOIYT COACPAHATDH
BPE€AOHOCHOE IIPOrpaMMHOE O6€CH€‘-I€HI/IG;

6. ITocste TOTO Kak THI BBHIUJEINIB C CAMTa, I7le BBOAWI JIMUHYIO MHGOPMAITHIO, 3aHIU B
HacTpoiiku 6paysepa u yau cookies;

7. llepuogdecku IpoBepAH KaKHe IJIaTHBIE YCIIYTU AaKTHBHUPOBAHEI HA TBOEM HOMEDE;

8. MlaBati cBOM HOMepP MOOMUIBHOTO Tesie(hOHA TOIBKO JIOJISIM, KOTOPBIX ThI 3HAEIIb U
KOMY JIOBePsIeIllb;

9. Bluetooth momxen OBITH BBIKJIIOYEH, KOTJ[A ThHI UM He ITOJIb3yelrbcsa. He 3abbiBail
WHOT/IA IIPOBEPSITH ATO.

Online urpsr

CoBpeMeHHBIE OHJIAUH-UTPBEL - 3TO KPACOYHBIE, 3aXBATHIBAIOIIME pa3BJIeUYeHNs],
O00BEUHSIONTYE COTHU THICSIY YEJIOBEK TI0 BCceMy MUpPy. ITPOKU UCCIEAYIOT TaHHBIH UM
MHp, OOIMAIOTCA APYT C JPYroM, BBITIOJHSIOT 33J[aHHA, CPAXKAIOTCA C MOHCTPAMHU M
IIOJIy4aiOT OIBIT. 34 YAOBOJLCTBUE OHM IJIATAT: IOKYMIAIOT J[HCK, OIJIAYMBAIOT
abOHEMEHT WIH TPHUOOPETAIOT KAKUE-TO OITITHH.

Bce atu cpexactBa uAyT Ha IOAJEpKaHME M PAas3BUTHE UIPHI, a TAKKE HA CaMy
6€30T1aCHOCTh: COBEPIIEHCTBYIOTCS CUCTEMBI aBTOPH3ATIINH, BBIITYCKAIOTCS HOBBIE ITATYHN
(rmppoBBIE 3ATIATKY JJ151 TTPOTPAMM), 3aKPBIBAIOTCA YA3BUMOCTH CEPBEPOB.

B HO,I[O6HI:IX Urpax CTOMUT OIlaCaTbCA HE CTOJIBKO CBOHMX COIICPHHKOB, CKOJIBKO KPa’KU
TBOETO IIap0OJId, HA KOTOPOM OCHOBAHA CHCTEMA ABTOPHU3AIINIH 6OJIBLIITMHCTBA urp.

OCHOBHBIE COBETHI IO 6€30IIACHOCTH TBOETO UTPOBOT0 AaKKAYHTA:

1. Ecytu ipyroii urpok BeieT cebs mIoxo Wi co3zaeT Tebe HEMPUATHOCTH, 3a0JI0KUDYH
€TO B CITHCKE UTPOKOB;

2. lloxkasyiica aJAMHUHHCTpAaTOpaM WIPhHI HA IJIOXO€ MOBEJEHME 3JTOT0 WrPOKA,
JKeJIaTeJIbHO IIPUWIOKUTh KaKHe-TO I0KA3aTe/IbCTBA B BHJIE CKPHHOB,;



3. He ykaspeiBati smirunyto nHQOpPMAITHIO B Ipodaiiie Urphbl;
4. YBaxkai Ipyrux yYaCTHHUKOB IO HUTPE;

5. He ycranasiuBati HeopuIpaabHbIE TATYH U MOJTH;

6. Vcriosib3yii CI0:KHBIE Y Pa3HBIE IIAPOJIH;

7. Jlaxke BO BpeMsdA WUIPBl HE CTOHUT OTKJIIOYATh aHTHUBHUpPYC. 1Ioka Tl uUrpaems, TBOU
KOMIIBIOTED MOT'YT 3aPA3UTh.

QUINMUHT WIHN KpaXa JIMYHBIX JaHHBIX

OOBIYHOT KpakeUd JNeHEer W JIOKYMEHTOB CETOAHA YK€ HHKOrO HE Y/IUBUIINL, HO C
Pa3BHUTHEM HHTEPHET-TEXHOJIOTHM 3JI0YMBIIIJIEHHUKU [I€PEMECTUINCh B MHTEPHET, U
TIPO/IOJIKAIOT 3aHUMATBCA «JTIOOMMBIM» JIEJIOM.

Tak nosBHJIaCh HOBAsI yTPO3a: MHTEPHET-MOIIEHHUYECTBA WK (DUIIIMHT, TJIABHAA IEJTh
KOTOPOTO COCTOHUT B IIOJIYYEHWH KOH(MUIAEHIIMAJIBHBIX JIAHHBIX I[OJIB30BAaTEIed —
JIOTUHOB ¥ napoJieit. Ha anrmmiickom s3eike phishing umraercs kak ¢ummuar (ot fishing
— puIbHAs JIOBJIA, password — HapoJib).

OcHOBHBIE COBETHI 10 60pBOE ¢ QUIITHIHTOM:

1. Cimeau 3a CBOMM aKKayHTOM. ECaM ThI IIOA03pEBaelllb, YTO TBOSI aHKeTa ObLIa
B3JIOMaHa, TO HEOOXOAUMO 3a06JIOKMPOBATh €€ 1 COODIIMUTD aMHUHUCTPATOPaM pecypca
06 3TOM Kak MOKHO CKOpDEE;

2. HWcmosp3yit OesormacHele BeO-CAWTH, B TOM YHCJE, HHTEPHET-MAra3wHOB U
ITIOUCKOBBIX CHCTEM;

3. Ucrnompayti ciokHBIE U pasHble maposu. Takum obpasom, eciu Tebs B3JIOMAIOT, TO
3JIOYMBIIIJIEHHUKH ITOJIyYaT JOCTYII TOJIBKO K OZTHOMY TBOEMY ITPODIIIIO B CETH, A HE KO
BCEM;

4. Ecoiu Tebs1 B3/10MAJTH, TO HEOOXOAHUMO IIPEAYIIPEIUTE BCEX CBOMX 3HAKOMBIX, KOTOPHIE
nob6aBieHBI y TeOS B JIPY3bsAX, O TOM, 4TO Tebsi B3JIOMAJIM M, BO3MOKHO, OT TBOETO
“MeHM OyJIeT PacChIATHCS CITAM U CChIKU Ha (DUITTMHTOBBIE CAUTHI;

5. YeraHoBH HaZIesKHBIT napoJtb (PIN) Ha MOOWIBHBIH TenedoH;
6. OTKJ/IIOUN COXpaHeHe TapoJis B 6paysepe;

7. He oTkpeiBati Gaiyibl U APYTHe BJIOXKEHUA B IHCbMAX JQXKE €CJIM OHU IIPHIILIA OT
TBOUX Jpy3eit. JIyurre yTouHU Y HUX, OTIIPABJISIIH JIU OHU Tebe 3T haiibL.

[Tudposas permyrarus

[Mudposas peryTanusa - 3TO HETATUBHASA WJIHM HO3UTUBHAS MHMOPMAITHs B ceTu o Tebe.
Kommpomerupyromas uHOpMaIsa pasMeIeHHAss B WHTEPHETE MOXKET CEPbEe3HBIM
06pasoM OTpasUTBCS HA TBOEH peasibHOM :Ku3HU. «[[udpoBast pemyrarusa» - 3TO TBOKH
WMU/DK, KOTOPBIF hopMupyercs 13 nHGopMauu o Tebe B MHTEPHETE.

TBoe wMecTO KUTeIbCTBA, y4uebbl, TBOe (UHAHCOBOE IIOJIOXKEHME, OCOOEHHOCTHU
XapaKTepa 1 PACCKA3kI 0 OJIM3KUX - BCE 3TO HAKATIJIMBAETCS B CETH.



MHOTHE ITOAPOCTKH JIETKOMBICJIEHHO OTHOCSITCS K ITyOJIMKAIIMH JIMYHOH MHQOPMAITHH B
HHuTepHeTe, HE IOHUMAS BO3MOKHBIX ITOCTEACTBHHI. ThI 1a’ke HE CMOKEIb JOTAAThCs
0 ToM, 4TO poTorpadusi, pa3MellneHHas 5 JIeT Ha3a/, CTajIa IPUYMHON 0TKA3a IIPHUHSITH
Tebs1 HA paboTy.

KommenTapuu, pasmemnieHne TBoux Qotorpaduii u Jpyrue AeHCTBHUS MOTYT HE
HCYE3HYTD JIA’KE MOCJIE TOTO, KAK Thl UX YAAIHIND. Thl He 3HAEMIb, KTO COXPAHIUI 3Ty
MHPOPMAITHIO, TIOIAJIA JIU OHA B MOMCKOBBIE CHCTEMBI M COXPAHWJIACH JIK OHA, a
TVIABHOE: YUTO IOAYMAIOT O Tebe OKpY:KAIoIee JIIOAM, KOTOPhIE HAWAYT M YBUIAT ITO.
HatitTi mHGOPMAIIMIO MHOTO JIET CITYCTSI CMOXKET JTIIOOO0I - KaK U3 T00PBIX HOOYKIEHMUIA,
TaK U C HAMEPEHUEM IPHUYUHUTE BPeI. ITO MOKET OBITH KTO YTOJHO.

OCHOBHBIE COBETEHI IT0 3aITUTE ITH(PPOBOM PEITYTAIHH:

1. ITogymati, opexkzie 4eM 4To-TO ITyOJIMKOBATh M HepenaBaTh y cebs B 6Giore mim B
COIMAJIBHOU CETH;

2. B HacTpotikax mpoduiisa yCTAaHOBH OTPAHHMYEHMS HA IIPOCMOTP TBOETO MPOQIIIA U €ro
COZIEP’KUMOT0, CeJIal er0 TOJIBKO «JUJIA APY3ei»;

3. He pasmemati 1 He yka3bIBai HH(POPMAIIHIIO, KOTOPAs MOKET KOTO-TH00 OCKOPOIIATE
WU OOKATE.

ABTOPCKOE IIPABO

CoBpeMeHHBIE IMKOJILHUKH- AKTUBHBIE II0JIB30BATENH ITH(GPOBOTO IIPOCTPAHCTRA.
OmHAKO JlAJIEKO He BCE B3HAKOT, YTO II0JIb30BAHHME MHOTHMH BO3MOKHOCTSIMU
1 poBoro Mupa Tpebyer cobJII0/IeHHs IPAB Ha MHTEJIEKTYaJIbHYI0 COOCTBEHHOCTD.

TepMUH «UHTEJIEKTyaIbHAsA COOCTBEHHOCTb» OTHOCUTCS K PA3JIMIHBIM TBOPEHUAM
YEJIOBEYECKOTO yMa, HAYMHAS C HOBBIX H300pETEeHUII M 3HAKOB, 0003HAYAIOIINX
COOCTBEHHOCTb HA HPOJYKTHI U YCIYTH , M 3aKAHYMBAs KHHUTAMU, (PoTorpadusiMu,
KHUHODMIEMAMU U MYy3bIKAJTbHBIMU [TPOM3BEIEHHUAME.

ABTOpCKHE IIpaBa - 3TO IIPaBa HA MHTEJUIEKTYAJBHYIO COOCTBEHHOCTh HA IIPOMU3BEIEHUS
HAYKH, JIMTEPATYPhl U UCKYCCTBA. ABTOPCKME IIPaBa BBICTYIIAIOT B KAYECTBE TapAHTHUH
TOT0, YTO MHTEJVIEKTYAJILHBIN/ TBOPUYECKHE TPYZ aBTOPA He OyIeT HAIPACHBIM, JACT MY
CIIPaBEeINBBIE BO3MOKHOCTH 3apaboTaTh Ha PE3yJsIbTaTaX CBOETO TPYZAQ, IIOJIyIUTH
M3BECTHOCTE U Ipu3HaHue. HUKTO 6e3 paspeleHus aBTopa He MOKET BOCIIPOU3BOAUTE
€ro MPOM3BEAEHHE, PACIPOCTPAHATh, IIyOJHMYHO JAEMOHCTPHPOBATh, IIPO/ABATh,
MMIIOPTUPOBATh, IIYCKATh B IIPOKAT, IIyOJIHMYHO HCIIOJHSATE, ITOKA3bIBATE/UCIIOIHATE B
adupe Wi paszMeniaTs B IHTepHEeTE.

Hcrob30BaHME  «ITUPATCKOTO» IMIPOTPAMMHOTO OOECIIeYeHUsT MOMKET IIPUBECTH K
MHOTHM PHCKaM: OT IIOTEPH JAHHBIX K TBOMM aKKAyHTaM JI0 OJIOKMPOBKH TBOETO
YCTPOMCTBA, I/le YCTAHOBJIEHHBIH HE JlerasibHasA mporpamma. He ctouT Takke 3a0bIBaTH,
YTO CYIIECTBYET JIETAJbHBIE 1 OECIIJIATHBIE TPOTPAMMBI, KOTOPBIE MOXKHO HAWTH B CETH.

O noprase

CereBUYOK.p) - TBOH IVIABHBIH COBETYHMK B CETH. 3/IECh THl MOXKENIb Y3HATH O
0€30TIaCHOCTH B CETH IIOHATHBIM U JIOCTYIIHBIM SI3BIKOM, a IIPU BO3HUKHOBEHUH
KPUTHYECKOH CHUTyariuu OOpAaTHTBCS 32 COBETOM. A TaKKe IIPUHATH YJaCTHE B
KOHKYPCaX M CTATh CAMBIM ITH(POBBIM I'PAXKTAHUHOM !



Mpunno>xxeHue Ne 3

MamsaTka ansa pogutenem o6 nHopmMaLuMoHHOM 6e30nacHoOCTU
netemn

OnpepgeneHne TepMUHA «UH{OPMaLMOHHas 6e30MacHOCTb feTeli» COAEPXUTCHA B
depepanbHOM 3akoHe Ne 436-93 «O 3awuTte gete 0T MHPOPMALUN, NMPUUNHSAIOLLEN
Bpes WX 340POBbI0 U Pa3BUTUIO», PEryINPYyOLLNM OTHOLLEHUS, CBA3aHHbIE C 3aLlUTOM
feteii oT MHQoOpMaumu, MNpUUYUHAKOLLE Bped WX 340P0Bb0 U (UIN) PasBUTULO.
CornacHo gaHHOMY 3aKOHY «MH(OpMaLMOHHas 6e30MacHOCTb AEeTEN» - 3TO COCTOSIHME
3alNLLEeHHOCTN, MNpPX  KOTOPOM OTCYTCTBYeT PUCK, CBSAA3aHHbIM C MPUYUHEHNEM
MHopMaLmen Bpega Ux 340p0Bblo U (MNKN) PU3NYECKOMY, NCUXUYECKOMY, LYXOBHOMY,
HPaBCTBEHHOMY Pa3BUTUIO.

B cuny degepanbHoro 3akoHa Ne 436-®3 wmHbopmaymen, MNPUUMNHAIOLWENA Bpeq
3[0pOBbI0 N (UNN) Pa3BUTUIO AEeTeN, ABNAETCSA:

1. H(hopMmaLMs, 3anpeLleHHas Ans pacnpocTpaHeHUs cpean aeTei;

2. H(hopMaLUUs, pacnpocTpaHeHe KOTOPOI orpaHnUYeHo cpeaun aeteli onpeaeneHHbIX
BO3PACTHbIX KaTeropui.

3. KuHgopmaumn, 3anpeLleHHol Ans pacnpocTpaHeHUs cpean AeTei, OTHOCUTCS:

4. nHopmaymsa, noby>aawuiaa AeTel K COBEPLUEHUIO AEWCTBUIA, NpeacTaBNAOLWMNX
yrposy MX >XU3HW U (MNKn) 340POBbI0, B T.Y. MPUUYMHEHMIO Bpeda CBOEMY 340POBbIO,
camoybuniicTay;

5. crnocobHOCTb BbI3BaTb Yy [eTel >XenaHume yrnoTpebuTb HapPKOTUYECKME CpPeacTBa,
ncuxoTponHele wn  (MNM)  ofgypmaHuBalowMe  BewlecTBa, TabayHble u34enus,
afIKOro/ibHY0 U CNMpTOCOAEePXKaLLyo NMPOAYKLUMIO, MMBO U HANUTKW, N3roTaB/IBaeMbIe
Ha ero OCHOBe; MPWHATb y4yacTMe B as3apTHbIX MUrpax, 3aHMMaTbCs MPOCTUTYLMEN,
O6pPOAS>KHMYECTBOM MM MONPOLLIANHUYECTBOM;

6. o06OCHOBbIBaKWOLIAA WAM OMpaBibliBalollad AOMNYCTUMOCTb Hacuama n  (Unm)
YKECTOKOCTM /n60 nobyKaawulas OCyLecTBASATb HACUAbCTBEHHbIE [AeicTBMSA MO
OTHOLUEHMIO K /TIOASAM U XXMBOTHbIM;

7. oTpuuarLwasa ceMeriHbie LEHHOCTU U (hOpMUpYIOLWaa HeyBaXKeHNEe K POAUTENIAM U
(wnn) ppyrvm ysieHam cembM;

8. onpasbiBatoLLaa NPOTUBONPaBHOE NOBeAEHUE;
9. cogepkaulasi Hel,eH3YpPHY0 6paHb;
10. cofeprkalasa MHpopMaLnio NoOpHOrpamyecKoro xapakrepa.

K nHhopmMaummn, pacnpocTpaHeHe KOTOPOIA orpaH1UYeHo cpeau aeTeil onpeaeneHHOro
BO3pacTa, OTHOCUTCS:

1. nHopmauma, npeacrasnseMas B BUAE N3006paXKeHUSA UNU OMUCAHUSA YKECTOKOCTN,
bmnsnyeckoro u  (UNKU) NCUXUYECKOTOo HacuUnUs, MPecTynieHns WM  WUHOro
aHTNO6LLECTBEHHOIO eNCTBUS;
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2. BBI3BIBAOIAA y JeTel CTpax, y»Kac WM IIaHUKY, B T.4U. IIPe/CTaBjsgeMas B BHJIE
M300pAKEHNA WM OIMMCAHUA B YHIDKAIOIIEH YeJIOBEYECKOE JIOCTOMHCTBO Gopme
HEHACWJILCTBEHHOM CMEPTH, 3a00/1eBaHMA, CAMOYOUIHCTBA, HECUACTHOTO CJIyUasi, aBAPUH
WIN KATaCTPOMHBI U (MIIH) X TTOCIEICTBUM;

3. IIpeJicTaB/IsIeMAas B BUJie M300pakeHUs WJIHM OMHMCAHHUS TIOJIOBBIX OTHOIIIEHUH MEKIY
MY>KUMHOU U JKEeHIIUHOM];

4. cozteprkarasi OpaHHBIE CJIOBA M BBIPAXKEHUSA, HE OTHOCSIIUECS K HEIEH3YPHOM OpaHH.

C yuerom aToro Bam mpeiararorest npasusia paboTel B ceTr THTEPHET AJIsT PA3TIMUHBIX
BO3DACTHBIX  KATETOPHH, cobirofieHe  KOTOPBIX  TIO3BOJIUT  obecneyuThb
MHDOPMAITHOHHYIO 6€30I1aCHOCTE BAIIIHX JETEH.

O61ue mpaBwWiIa I POIUTEEH

1. HesaBucumo oT Bo3pacra pebeHKAa WCIOJB3YHTE IIPOTPAMMHOE ObOecIieueHue,
ToMoramwIrnee (PUILTPOBATh W KOHTPOJHUPOBATH MHGOPMAIMIO, HO HE II0JIATalTech
TIOJTHOCTBIO HA Hero. Bare BHMMaHME K peOEHKY - TJIABHBIN METO/T 3AIIHTHIL.

2. Eciu Bar peGeHOK MMeeT akKayHT Ha OZTHOM M3 COIMAILHBIX cepBrcoB (LiveJournal,
blogs.mail.ru, vkontakte.ru u T.m1.), BHMUMATeJBHO H3YYHUTE, KAKYI0 HHQPOPMAIIHIO
IIOMEIAIOT €r0 YYACTHUKH B CBOMX Ipodmaax u 6Gusorax, Brmodas (ororpaduu u
BUJIEO.

3. IIpoBephTe, ¢ KAKMMH JPYTUMM CAHWTAMH CBSI3aH COITHMAJIbHBIN cepBUC Barrero
pebenka. Crpanuuxku Bamero pebenka Moryr ObITh 6€30IMAaCHBIMK, HO MOTYT U
COZIEP>KATh CCHUIKH HA HEXKEJIATEJIbHBIE M OIIACHBIE CAWTHI (HATIPUMED, TTIOPHOCAUT, HJIH
CalT, HAa KOTOPOM JIPYT YIIOMHHAET HOMepP COTOBOro TesedoHa Barmrero pebenka mim
Barmmr momarrHuit aapec)

4. IToompsiiTe Bammux gerert coobImaTs 060 BCeM CTPAHHOM MJIM OTTAJIKHBAIOIUM U HE
CJTUIITKOM OCTPO PEeArupyrTe, KOT/Ia OHU 3TO AEJAIOT (13-3a OIMACEHUS IOTEPATH JOCTYII
K VHTepHeTYy JeTH He TOBOPAT POJUTEAM O IIpobsieMax, a TakKe MOTYT HA4aTh
HCIOJIL30BATh IHTEpHET BHE ZJIOMA U IITKOJIBI).

5. ByzapTe B Kypce ceTeBoii ku3HU Bamrero pebenka. MHTEpecyHTeCh, KTO UX JIPY3bs B
WHTEpHET TaK Ke, KaK UHTEPECYETECh PEAJIbHBIMU IPY3bAMMU.

Boapact ot 7 o 8 ser

B HnuTepHeTe pebEHOK CTApaeTCsl ITOCETHUTDh T€ HJIUM WMHBIE CAUTHI, 3 BO3MOMKHO M YaTHI,
paspellieHrie Ha TOCEIeHNe KOTOPBIX OH He IoJyd Obl OT pomureseit. IloaTomy
POAMTEINIAM OCOOEHHO IIOJIE3HBI Oy/lyT Te OT4YeThl, KOTOpBLIE IIPEIOCTABJISIIOTCS
IMporpaMMaMy MO OTPAHWYEHHIO HCIIOJIB30BaHUA HHTEpHeTa, T. €. PoamuTesbcKuin
KOHTPOJIb WJIH TO, YTO BBl CMOKETE YBUIETHL BO BpeMeHHBIX (datyiax. B pesysbrarte, y
pebeHKa He OyAeT OIIYIeHMsI, YTO 32 HUM BEJIETCSA ITOCTOSTHHBIM KOHTPOJIb, OIHAKO,
poauTesu OyAyT IO-TIPEKHEMY 3HATb, KAKWe CAWTHI mocemaerT ux pebeHok. JleTu B
JJAHHOM BO3pacTe 00JaJJal0T CHWIBHBIM YYBCTBOM CEMbBHM, OHH JIOBEPUMBBHI U HE
COMHEBAIOTCA B aBTOpuUTeTax. OHU JIIOOSAT UTPATh B CETEBLIE UT'PHI U IIYTEIECTBOBATE I10
HHTepHETY, HCOOIL3YS 3JJEKTPOHHYIO IIOYTY, 3aXOJIUTh HA CAWThI W YaThl, HE
PEKOMEH/IOBAHHBIE POIUTEISIMH.

Cosetnl o H6e30macHOCTH B ceTr IHTEpHET U151 ieTelt 7-8 et



1. CospaiiTe CIIMCOK JOMAIIHUX IIPaBWI ITocemeHusa MHTepHeTa IpHU y4acTUH JeTel U
TpeOyHTE ero BHITOJTHEHU.

2. Tpebyitte or Bamero pebenka coOOIOZIEHMST BPEMEHHBIX HOPM HAXOXKIEHUS 32
koMIbioTepoM. [Tokaxkure pebeHky, uto Bl HabmOZaeTe 32 HUM HE ITOTOMY 4TO Bam
9TO XO4YeTcs, a IIOTOMY UTO BbI GecriokonTech 0 ero 6e30IacHOCTH U BCETAA TOTOBEL MY
IIOMOYb.

3. Kommbiorep ¢ moarsoueHneM Kk HTEPHETY TO/DKEH HAXOAUTHCA B OOIEll KOMHATE
I10JT IIPUCMOTPOM POJIUTENIEM.

4. HCHOJIBSyﬁTG CIIeMaJIbHBIC AC€TCKHE IIOMCKOBBIC MAIITHEIL.

5. Ucmone3ytiTe cpeAicTBa OJIOKMPOBAHMSA HEXKETATETBHOTO KOHTEHTA KAK JIOTIOJTHEHUE
K CTaHZIAPTHOMY PouTeIbCKOMY KOHTPOJIIO.

6. CosmaiiTe CeMEHMHBIA BJIEKTPOHHBIM SIUK, YTOOBI HE IIO3BOJIUTH JIETSIM HMETh
coOCTBEHHBIE aJIpeca.

7. BiokupyitTe AoCTyIl K caiiTaM ¢ OeCrIaTHBIMHM ITOYTOBBIMU AINHUKAMU C ITOMOIIBIO
COOTBETCTBYIOIIETO IPOTPAMMHOTO 06eCIIeUeHuU .

8. Ilpuyuure Jnereil coBeTOBaTHCA C Bamu mepesn OmyO/JIHMKOBAaHHEM KaKOH-THO0
MHOPMAITMH CPEACTBAMHU 3JIEKTPOHHOM IIOYTHI, YaTOB, PETHCTPAIMOHHBIX (GOPM U
porIer.

9. Hayuure pmereii He 3arpyxartb (abiyibl, MPOTPAMMBI JIM MY3BIKy 0e3 Bamero
CorJIacus.

10. He paspemaiite [geTAM HCIIOJB30BATH CJOAYKOBI MTHOBEHHOTO OOMEHa
CcOOOIIeHUAMMH.

11. B «6esbIii» CIIMCOK CANTOB, pa3pelleHHBIX JIS ITOCEIEHMA, BHOCUTE TOJIBKO CAHTHI C
XOPOIIEeN peryTaliuei.

12. He 3abbiBatiTe GecesioBaTh C JIeTbMU 00 MX py3bsax B IHTepHeTe, Kak ecyiv OBl peyb
I1JIA O JIPY3bSIX B PEAJIBHOM KU3HHU.

13. He nesaitre «Taby» 13 BOIIPOCOB ITOJIOBOM KU3HHU, TaK KaK B VIHTEpHETE JIETH MOTYT
JIETKO HATKHYTHCSA HA TTOPHOTPA(HIO MK CAUTHI «JIJIST B3POCIIBIX».

14. IIpuyumre Bamrero pebenka coobmaTe BaM O JOOBIX yTPO3axX WM TPEBOTAX,
cBsA3aHHBIX ¢ MHTepHEeTOM. OCTaBaMTECh CIIOKOMHBIMU M HALIOMHUTE JIETSIM, YTO OHU B
6e30TIacHOCTH, €CJIM CaMH pAacCKa3ajd BaM O CBOMX TpeBorax. lloxBasmre ux u
TIOCOBETYUTE TIOIOMTH eIIle Pa3 B IMTOAO0OHBIX CITyUasiX.

Bospacrt gereii OT 9 Z10 12 JieT

B maHHOM BO3pacTe JIeTH, KaK IIPABIJIO, YKE HACJBIIIAHBI O TOM, Kakas MHQOPMAIHIA
cymectByeT B MuTepHeTe. COBEPIIEHHO HOPMAJBHO, YTO OHU XOTAT 3TO YBUJETH,
IIpOYeCTh, yCapmnaThb. IIpy 3TOM HYKHO IIOMHHTb, UYTO JOCTYIl K HEXeJATeJIbHBIM
MaTepuaJaM MOXKHO JIETKO 3a6JIOKHMPOBATH IIPH ITOMOINM CPEJICTB POAMTEIHCKOTO
KOHTPOJIA.

Cosetnl 110 6€30I1aCHOCTH JJIsI IETEH OT 9 10 12 JIET



1. CozmaiiTe CIMCOK JIOMAIIHUX IIPaBWI IIOCeIleHsA VHTepHeT IpH YYacTUU JleTel U
TpeOyHTE ero BHITOJTHEHU.

2. Tpebyitre ot Barero pebeHka cob0IeHMsT HOPM HAXOK/IEHUA 32 KOMIIBIOTEPOM.

3. Habumromatite 3a pebeHKoM Ipu paboTe 3a KOMITBIOTEPOM, MOKAKUTE €My, UTO BbI
HecItoKoHTEeCH O ero He30MaACHOCTH 1 BCET/Ia TOTOBBI OKA3aTh EMY IIOMOIII.

4. Kommbiorep ¢ mokioueHreM B VIHTEpHET JIO/DKEH HAXOJUTHCS B OOIIEH KOMHATE
I10JT IIPUCMOTPOM POJIUTENIEM.

5. UcrioneaytiTe cpeficTBa OJIOKMPOBAHMSA HEXKETATETLHOTO KOHTEHTA KAK JOTIOJTHEHUE
K CTaHZIAPTHOMY POIUTEIbCKOMY KOHTPOJIIO.

6. He 3abnIBatiTe MPUHUMATH HEOCPECTBEHHOE YUACTHE B KU3HU pebeHka Oece/oBaTh
¢ netbMu 00 uX Ipy3bsax B THTepHeTe.

7. HacrauBaiite, uTOOBI IETH HUKOT/IA HE COTVIAIIAJIMCEH HA JIMYHBIE BCTPEYUH C IPY3bsIMU
o MuTepuery.

8. Ilo3BossAfiTe JETAM 3aXOJUTHb TOJBKO HA CAUTHI M3 «0EJI0rO» CITMCKA, KOTOPBIHM
co3IafiTe BMECTE C HIMH.

9. Ilpuyuure nmerell HUKOT/[Aa HE BBIJIABATH JIMYHYIO HMHQMOPMAITUIO CPEJCTBAMU
QJIEKTPOHHOM TIOYTHI, YaTOB, CHCTEM MTHOBEHHOTO oOMeHa cooOIeHuaMH,
PETUCTPAITMOHHBIX (HOPM, JIMYHBIX MPOQUIEH U IMPHU PETUCTPAITMM HA KOHKYPCHI B
WnTepHere.

10. IlpuyurnTe feTert He 3arpykaTh HporpamMMel 6e3 Barero paspemenus. OObsCHUTE
MM, YTO OHH MOTYT CJIydardHO 3arpy3uThb BHPYCHI WM APYrO€ HEKEJIATETBHOE
IporpaMmHoOe obecIiedeHre.

11. Cospmatite Bamemy peGeHKy OTpaHHMYEHHYIO YYETHYIO 3amHCh s paboTel Ha
KOMIIBIOTEDE.

12. IIpuyumre Bamrero peGenka coobmaTe BaM O JIIOOBIX YTPO3axX MM TPEBOTAX,
cBsA3aHHBIX ¢ MHTepHeTOM. HammoMHMTE JIeTAM, UTO OHU B 6E30MACHOCTH, €CJIM CAaMH
DPACCKAa3aJIi BAM O CBOMIX TPEBOTaX M OITACEHUAX.

13. Pacckakure netsam o mopHorpaduu B UHTEpHETE.

14. HacrawBatiTe Ha TOM, 4YTOOBI JETH IIPEJOCTAB/LIM BaM JOCTYII K CBOEH
3JIEKTPOHHOM I10UTe, YTOOBI BBI YOEIUINCD, YTO OHU He OOIA0TCSA ¢ HEBHAKOMITAMH.

15. OObBscHUTE [JeTAM, UTO HeJb3sT MWCIOJb30BAaTH CEThb ISl XYJIMTAHCTBA,
pacIpoCTpaHeHUs CIVIETEH WJIH yTPO3.

Bospacrt zmereit ot 13 10 17 J€T

B 3TOM BO3pacre MOAPOCTKY aKTHBHO HCITOJIB3YIOT IOHMCKOBBIE MAIITHUHBI, [OJIB3YIOTCS
9JIEKTPOHHOM MOYTOH, CJIy:k0aMH MTHOBEHHOTO OOMEHa COOOITEHHSAMM, CKAUMBAIOT
MY3BbIKy U (QMJIBMBL MaJbUMKaM B 3TOM BO3pacTe OOJIbIE IO HPABYy CMETaTh BCE
OTPpAaHUYEHMs, OHH KAKAYT TPybOro IOMOpPA, Aa3apTHBIX WIP, KAPTUHOK «JJIs
B3POCJILIX». JI€BOUKHU ITPEIIIOYUTAIOT OOIAThCA B YaTaX, IIPH 3TOM OHHU Topaszio 6osee
UYBCTBUTEJIBHBI K CEKCYAJILHBIM JJOMOTATeILCTBAM B MIHTepHETE.



3a4acTyio B JIAHHOM BO3pPacTe POAUTEIIAM yKe BeCbMa CJI0KHO KOHTPOJIMPOBATH CBOUX
JleTel, Tak Kak 00 MIHTepHeTe OHU yKe 3HAIOT 3HAYUTETHHO OOJIBITIE CBOMX POIUTENEH.
Tem He MeHee, He OTIIyCKAWTe JieTell B «CBOOOAHOE IUIaBaHuWe» 1o HHTepHeTy.
CrapaiiTech aKTHBHO Y4YaCTBOBATh B 001eHnN pebenka B THTEpHETE.

BaxxkHo mo-mipexkHemMy crporo cobsomaTh mpaBusa  MHTepHeT-0e30IIacHOCTH -
COIVIAIIIEHHE MEKJTy POJUTENIAMU U AeThbMU. KpoMe TOro, HeoOXOAUMO KaK MOXKHO
Yale MPOCMaTPUBAThL OTUETHI O JIeATENLHOCTH JieTeli B HTepHerte. CiietyerT 06paTHUTh
BHMMAHHE Ha HeOOXOAUMOCTb COJIEPKAHUA DPOJIUTENBCKUX HapoJied (maposen
QIMUHUCTPATOPOB) B CTPOTOM CeKpeTe W OOpaTUTh BHUMAHHE HA CTPOTOCTH IJTHX
ImapoJeu.

CogeTnl 110 6€30ITaCHOCTH B 3TOM BO3pacTe OT 13 J0 17 JIET

1. CospaliTe CHIMCOK JOMAIIHUX IIpaBWJI HocemeHus VHTepHeTa IIpU y4acTHUH
TIOAPOCTKOB U TpebyiiTe 6e3ycsioBHOrO ero BhImosHeHMA. Q6roBopure ¢ pebeHKOM
CIIMCOK B3aITPENIeHHBIX CANTOB («YEpHBIH CIIMCOK»), Yackl pabotel B HHTEpHETE,
PYKOBOZICTBO I10 001meHio B THTEpHETe (B TOM YHCJIE B YaTaX).

2. KoMIbIOTEp C MHOAKJIIOYEHWEM K ceTH HHTepHeT JO/IKEH HAXOIMUTHCS B OOIMeH
KOMHAaTe.

3. He 3abwiBatiTe GecesroBath ¢ AeTbMU 00 UX Apy3bsx B MHTEpHETE, O TOM, YeEM OHHU
3aHATHI TAKUM 00paszom, OyATO peub UAET O APY3bsX B PEAJIbHOU Ku3HU. CrIparriBamiTe
0 JIIOJIAX, C KOTOPBIMH JIETH OOIIAIOTCS TIOCPEACTBOM CIIY»KO MIHOBEHHOTO OOMeHa
Co0bIeHUsIMHY, YTOOBI YOeUTHCS, UTO ITU JIIOAH UM 3HAKOMEI.

4. UcniombaytiTe cpeficTBa GIOKHMPOBAHUS HEXKEIATEIHHOTO KOHTEHTA KAaK JIOTIOJIHEHE
K CTaHZIApTHOMY PouTeIbCKOMY KOHTPOJIIO.

5. Heobxomumo 3HAThb, KAaKMMH 4YaTaMU IIOJB3YIOTCA Bamm getu. Iloompsiiite
HCIIOJIb30BAHME MOJIEPUPYEMBIX YAaTOB M HACTauBauTe, UTOOBI JeTH He OOIaINCh B
OPUBATHOM DEKIME.

6. HacrauBaiiTe Ha TOM, YTOOBI JIETH HUKOT/IA HE BCTPEYUAJIUCH JIMYHO C JIPY3bAMU U3
cetu IHTEpHET.

7. IlpuyumrTe peTeli He BBIAABATH CBOK JIMYHYID WH(GOPMAIHIO CPEJCTBAMU
AJIEKTPOHHOM TOYTHI, YaTOB, CHCTEM MTHOBEHHOTOo oOMeHa cooOIeHusaMHy,
PETUCTPAITMOHHBIX (HOPM, JIUYUHBIX MPOQUIEH U IIPU PETHCTPAITMKM HA KOHKYDPCHI B
HnTepHere.

8. Ilpuyuure nereil He 3arpy:KaTh IporpamMMel 6e3 Bammero paspemenusa. O6bscHUTE
UM, 4YTO OHHU MOTYT CJIYy4alHO 3arpy3dUTh BHUPYCHl WM JAPYroe HEXeJIaTeJIbHOe
IporpaMmHoOe obecIiedeHre.

9. Ilpuyuure Bamero pebenka coobmatb BaM O JIOOBIX yrpo3ax WM TPEBOTAX,
cBsA3aHHBIX ¢ MHTepHeTOM. HammoMHMTE JIeTAM, UTO OHU B 6E30MACHOCTH, €CJIM CAMH
paccKas’aJii BaM, O CBOMX Yrpo3ax WM TpeBorax. [loxBajsMre HUX U IIOCOBETYHTE
TIOZIOWTH eITle Pa3 B MOA00HBIX CITyUasX.

10. Pacckaxkure geram o nopHorpadum B MurtepHere. [lomorure MM 3aIUTUTBCA OT
criama. HayumTe mOJPOCTKOB He BBZIaBaThb B IHTepHETE CBOEr0 PpPeajIbHOTO
9JIEKTPOHHOI'0 aJ[peca, He OTBEYATh HA HEXKEJATEJbHBIE IIMCbBMA M MCIIOJIB30BATh
CHIEITMAJIBHBIE TIOYTOBBIE (DMITBTPHIL.



11. ITpuyunre cebs1 BHAKOMHUTBCS C CAATAM, KOTOPHBIE ITOCEIIAIOT HOIPOCTKH.

12. Hayuure /ieTei yBaXkaTh APYTHUX B UHTEPHETE. YOEeIUTECH, YTO OHU 3HAIOT O TOM, YUTO
IIPaBUJIA XOPOIIIETO IIOBeJIEHHA AEHCTBYIOT Be3/le — AaKe B BUPTYAaJIbHOM MUDe.

13. OObsAcHUTE AeTSAM, YTO HU B KOEM CJIydyae HEJIb3A HCIOIb30BaTh CeTh A
XYJIUTAHCTBA, PACIIPOCTPAHEHUA CIJIETEH WK YTPO3 APYTHUM JIIOJISIM.

14. Ob6cyauTe ¢ MOAPOCTKAMU ITPOOJIEMBI CETEBBIX A3aPTHBIX HUTP M HUX BO3MOKHBIM
puck. HartoMHM1TE, YTO IETH HE MOTYT UTPaTh B 3TH UT'PHI COTVIACHO 3aKOHY.

[ToCTOAHHO KOHTPOJIUPYHTE UCIONb30BaHMEe MHTepHera Bammum pebenxom! It0 HE
HApyIIeHHWEe ero JIMYHOI'O IIPOCTPAHCTBA, A Mepa IIPEeAOCTOPOKHOCTH U IIPOSBJICHHE
Barmrett poiiTeTbCKO OTBETCTBEHHOCTH U 3a00THI.
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